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RISK ASSESSMENT GUIDE
STANDARDS REFERENCES
EC.1.10 (4):  The (organization) conducts proactive risk assessments that evaluate the potential adverse impact of buildings, grounds, equipment, occupants, and internal physical systems on the safety and health of patients, staff, and other people coming to the (organization’s) facilities.

EC.1.10 (5):  The (organization) uses the risks identified to select and implement procedures and controls to achieve the lowest potential for adverse impact on the safety and health of patients, staff, and other people coming to the (organization’s) facilities.

EC.2.10 (3):  The (organization) conducts proactive risk assessments that evaluate the potential adverse impact of the external environment and the services provided on the security of patients, staff, and other people coming to the (organization’s) facilities.

EC.2.10 (4):
The (organization) uses the risks identified to select and implement procedures and controls to achieve the lowest potential for adverse impact on security.
EC.3.10 (3):
The (organization) establishes and implements processes for selecting, handling, storing, transporting, using, and disposing of hazardous materials and waste from receipt or generation through use and/or final disposal, including managing the following:

· Chemicals
· Chemotherapeutic materials

· Radioactive materials

· Infectious and regulated medical wastes, including sharps

BACKGROUND
Each Environment of Care® management plan has some requirement for risk assessment.  Risk assessment allows the medical facility to define boundaries for its program so that only the pertinent issues are addressed.  By systematically examining all potential issues, various risks are ruled in or ruled out as they apply specifically to that facility.  

Risk assessment is intended to address the “gray areas” of safety management – the issues for which there is no right or wrong answer.  Critical to the concept of risk assessment is the identification of potential risks.  These are then analyzed in either a qualitative or quantitative manner, and a decision is made on risk management based on the outcome of the analysis.

Some of the EOC management plans have specific risk assessment requirements focused to a particular issue.  These are as follows:

· Emergency Management

Hazard Vulnerability Analysis

· Fire Safety



Statement of ConditionsTM 

· Medical Equipment


Risk-based inventory

· Utilities Management

Risk-based inventory

These unique requirements are addressed in the respective management plans and are not included in the scope of this document.

This Risk Assessment Guide is intended to focus on the risk assessment processes that are required under Safety, Security, and Hazardous Materials and Waste Management.  While the subject matter and sources of information are different for each of these areas, the process of assessing risks is essentially the same.

It is important to understand that no process, activity, or system can ever be made completely safe.  Some level of risk is always present.  The concept of risk assessment involves examination of the risks and making a determination as to what level of risk is acceptable to the organization.  For example, in the United States, there is once chance in a million of becoming a motor vehicle fatality for each exposure hour in a vehicle.  Most individuals have determined that this is an acceptable risk and they continue to drive or ride in a vehicle.

Not all risks are equally consequential.  In some cases they are offset by benefits.  With limited resources, the object of risk assessment is to manage the risks in a prioritized fashion.

Ultimately, the leadership of the organization is responsible to determine the acceptable level of risk.  The question to be asked is, “is it worth it?”  If the level of risk is determined to be unacceptable, the risk must be removed, controlled, or reduced to an acceptable level for the process or activity to continue.
Furthermore, keep in mind that some risks will not be foreseeable

REQUIREMENTS

Each health care organization is charged with conducting “proactive risk assessment” in safety management.  This requires a process for identification of potential safety risks.  Once identified, there must be a process for evaluation and assessment of the risks, and reaching a decision on their management.  The process must be documented.

Based on this risk assessment, policies, procedures, and controls must be put into place to manage the risks as appropriate to the organization, with the intent of reducing them to the lowest possible level.

Under the security risk assessment, similar language requires a “proactive risk assessment,” but it is important to note that the external environment must be included in the identification of potential security risks.  Sources of risk identification will differ from those used for safety, but the risk assessment process, and subsequent implementation of policies, procedures, and controls is identical.
The risk assessment requirement for hazardous materials and waste is worded less directly, and focuses initially on the processes for selection and control of hazardous materials and waste.  Built into the selection process is some sort of risk assessment and screening to determine if that material should be brought into the organization.  Once present, the processes in place must manage the material from cradle to grave.

Note that there is no requirement that risk assessment be done either qualitatively or quantitatively.  That is at the discretion of the health care organization.

DEFINITIONS

HAZARD

A hazard is an act or condition that poses the threat of harm. Hazards are identified in terms of source, mechanism, and outcome.  

SOURCE
The source of the hazard is the cause of the injury or damage.  For example, an uneven portion of the sidewalk could be the source.

MECHANISM
The mechanism of the hazard is means by which the source causes damage.  To continue the example, the uneven portion of the sidewalk caused an individual to trip.

OUTCOME
The outcome is the result of the source and the mechanism.  In the example, the outcome of an individual tripping on the uneven portion of the sidewalk could be a broken leg.

TARGET



The target of a hazard is the population, property, reputation, etc. that is impacted by it. 
RISK

Risk is the expectation of loss.  Risk increases as the exposed population (target) increases.  Risk may be quantitatively expressed as:



Expected loss quantitation
                                 Unit of time OR cycle count






OR




The product of severity times probability.

Using the example, if each accident resulting in a broken leg required $200,000 of compensation, and the accident was likely to occur twice in 25 years, the risk could be expressed as:




$400,000



25 years
SEVERITY
Severity is the intensity of the loss.  Quantitatively, it is:



Loss quantitation



Loss event

A measure of severity could be the dollar amount of compensation for one accident.

To continue the example:




$200,000



1 accident
PROBABILITY
Probability is the likelihood of occurrence for a given event. It is a function of the exposure interval, and is expressed quantitatively as:



Loss events





Unit of time OR cycle count

For example, two accidents of this nature might be expected to occur every 25 years, or



2 accidents



25 years
PROCESS
RISK IDENTIFICATION
This portion of the risk assessment process involves identifying potential risks for the assessment process.

Some means of risk identification are built into the program requirements, such as conducting environmental tours (EC.1.20) to identify environmental deficiencies, hazards, and unsafe practices.  Those that are identified and do not involve simple corrections are candidates for risk assessment.  Other mechanisms can include a safety reporting process, whereby anyone in the organization can report a potential risk for evaluation, and the simple act of those involved with safety management being constantly vigilant for potential risks when walking through the facility.  Other sources of information for safety risk identification include publications and new regulatory issues.
In security, there are several methods of risk identification.  The first involves an analysis of the types of security incidents that have occurred in the medical facility, such as thefts, assaults, suspicious persons, unlocked doors, etc.  This data is often collected as part of performance monitoring.  The incidents that occur with any recurring frequency should be considered for risk assessment, as these are the risks that must be managed in this facility.

Another component of the identification of security risks is an annual review of crime statistics on the base.  These area statistics can easily spill over to the medical facility, and the risks posed to the organization must be assessed.

The triennial resource protection evaluation by Security Forces is another means of risk identification.  This is especially valuable because it is done by someone who does not routinely work in the medical facility building and can evaluate the risks with a “fresh set of eyes.”

Risk identification for hazardous materials and waste will predominantly come from Material Safety Data Sheets (MSDS).  Each new chemical that is ordered should be assessed based on the MSDS information.

DATA COLLECTION

For each identified potential risk, related data should be collected.  Depending on the nature of the risk, sources of data may include such things as incident reports, frequency of use of a system or area, previous losses, department of occurrence, available alternatives, etc.
Each potential risk, along with the associated data should be brought to the EOC committee for discussion and analysis.

RISK ASSESSMENT

The perception of risk varies between individuals.  Therefore it is the organization’s best interest to have risk assessment performed as a team effort.  Often this team will be the EOC Committee.

Risk assessment can either be quantitative or qualitative.  In many cases it will be more straightforward to do a qualitative assessment.  If statistics and costs are available, the formulas included in the definitions above can easily be applied to a quantitative analysis.

Qualitatively, risk assessment can be performed using the risk assessment worksheet at the end of this guide.
The first page of the worksheet serves to record information about the potential risk, including its source, mechanism, outcome, and target.  (If it is impossible to identify the source, mechanism, and outcome of the hazard, this may be omitted.)  Also include how and when the risk was identified, along with the date of assessment.  Then record or attach the related data that is pertinent to the analysis.

The second page of the worksheet is provided simply to record the discussion of the potential risk and pertinent information.  Essentially, this is the minutes of the discussion.  If this discussion occurs in the course of the EOC Committee meeting, the pertinent portion of the meeting minutes may be appended to the worksheet.

Then, use the risk assessment matrix on page three of the worksheet to create an estimate of the risk in terms of its probability and severity.  All levels of probability and severity are defined on the worksheet, and in a qualitative analysis are intended to be estimates only.  Probability is defined in the scope of a 25 year period, which is commonly used when human targets of a hazard are involved.  When estimating severity, it is important to consider the worst credible outcome.  That means the worst outcome that may realistically be predicted.  Do not use the worst conceivable outcome, which tends to involve a lack or reality and result in an outcome that would only take place in one’s wildest dreams.
Multiply the probability score by the severity score to obtain an estimate of the relative risk.  Note that severity levels III and IV are heavily weighted because of their high impact on human targets and/or high financial cost to the organization.

OUTCOME
In a qualitative analysis of the risk score, document a decision evaluating the level of risk posed by the hazard.  Medical facilities may choose a cut-off point in the risk score above which action will be taken, and below which risk will be accepted.  This should be done carefully with the input from risk management and/or legal counsel.  Judgment must always be applied to the outcome of the scoring, and may override the actual score.  
Finally, use the worksheet to document the decision of the group as to the management of the potential risk and/or the leadership decision.  If any controls will be put into place or changes implemented in the system or activity, also include that information.
In a quantitative analysis, the calculations described in the definitions section will be compared with an acceptable baseline.  Again, this should be done with input from risk management and legal counsel.  If the baseline is exceeded, the inherent risks will need to be reduced.  

Regardless of the means of assessment, management of the risk can occur in several ways:

· Risk Reduction:  Implement controls to reduce severity or probability.

· Transfer:  Insure against the risk

· Avoid:  Stop performing the process.

· Accept:  Perform the process despite the risk

Ultimately, only the leadership of the organization can make the decision to accept risk.
SAMPLE RISK ASSESSMENT WORKSHEET

HAZARD:  ___Lack of emergency call cords in outpatient rest rooms ________

TARGET:  __Individuals using outpatient rest rooms________________

SOURCE:  ___Medical emergency situation ______________________


MECHANISM:  ___Various health concerns; lack of medical intervention

(WORST CREDIBLE) OUTCOME:  __Death______________________
MEANS OF IDENTIFICATION :  __JCAHO EC News, May, 2003 edition _____
DATE of IDENTIFICATION:  _6/1/03_ 

DATE OF ASSMT:  _6/15/03__

RELATED INFORMATION: (attach separate sheets as necessary)
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There are 15 single-stall outpatient restrooms in the facility.
· There are 8 multiple-stall restrooms used by outpatients and the public.

· None of these restrooms have emergency call cords.

· There are 20,000 outpatient visits to the facility per year.

· Outpatient visits are increasing at 5% per year.

· The severity of outpatient illness is rated at an average of 5 on a scale from 1-10.

· In the past ten years there has been one occurrence report related to assistance required in an outpatient restroom.  The patient, a diabetic, fainted and was not discovered for several hours.  Prompt medical attention upon discovery saved the patient’s life.
DISCUSSION DOCUMENTATION:  (attach separate sheets as necessary)

· In multiple-stall restrooms, it can be expected that an individual discovering someone in distress would seek medical help.
· Eight new single-stall restrooms for outpatient use will be added with the new construction planned for next year.
· Outpatient visits are increasing annually, and it would be appropriate to anticipate that outpatient severity would increase as well.
· There has been one occurrence in the past ten years.  One could therefore expect 2.5 occurrences in 25 years, which must be factored up to include increasing exposure and severity of the population.
· The only reason the individual in question was found was a conscientious housekeeper who could not get in to clean the restroom.
· The patient in question could have been unconscious by the time he hit the floor.  Therefore an emergency call cord would not have made a difference.
· Alternatively, the individual could have been lying on the floor for a period of time before becoming unconscious.
· Another type of medical emergency, such as a myocardial infarct, could occur in the restroom.
· A wrongful death lawsuit could cost the organization in excess of $1M.
· Alternatives could include signal lights in a monitored area when a restroom is occupied.  An alarm could sound if occupancy exceeded a designated time.
· The above suggestion would potentially violate patient privacy.
RISK ASSESSMENT MATRIX

	
	PROBABILITY
	SEVERITY
	RISK

	
	HI
	MED
	LOW
	NONE
	IV
	III
	II
	I
	

	SCORE
	3
	2
	1
	0
	10
	5
	2
	1
	

	
	
	2
	
	
	10
	
	
	
	20



RISK = PROBABILITY SCORE X SEVERITY SCORE

PROBABILITY DEFINITIONS:

HI:

Likely to occur more than 5 times in 25 year period

MED:

Likely to occur 2-4 times in 25 year period

LOW:

Possible to occur once in 25 year period

NONE:
Impossible to occur
SEVERITY DEFINITIONS:

I:

Property damage of less than $1K

II:

Minor injury or illness or property loss of $1K-$250K 
III:

Severe injury or illness or damage to property or reputation of 


$250K - $1M
IV:

Loss of life or damage to property or reputation in excess of $1M

SUBJECTIVE ASSESSMENT OF RISK:

Based on a risk score of 20 and a previous occurrence of the incident in question, the lack of pull cords in the single stall outpatient restrooms appears to be a significant risk to the medical facility.
DECISION / PROPOSED CONTROLS:  (attach separate sheet as necessary)
The EOC committee recommends the installation of emergency call cords in all single-stall outpatient restrooms.  The cords should reach to the level of the floor.  This recommendation will be forwarded to management for approval.
RISK ASSESSMENT WORKSHEET

HAZARD:  ______________________________________________________


TARGET:  _________________________________________________


SOURCE:  _________________________________________________


MECHANISM:  _____________________________________________


OUTCOME:  _______________________________________________

MEANS OF IDENTIFICATION :  _____________________________________

DATE of IDENTIFICATION:  ________ 

DATE OF ASSMT:  _________

RELATED INFORMATION: (attach separate sheets as necessary)

DISCUSSION DOCUMENTATION:  (attach separate sheets as necessary)

RISK ASSESSMENT MATRIX

	
	PROBABILITY
	SEVERITY
	RISK

	
	HI
	MED
	LOW
	NONE
	IV
	III
	II
	I
	

	SCORE
	3
	2
	1
	0
	10
	5
	2
	1
	

	
	
	
	
	
	
	
	
	
	


RISK = PROBABILITY SCORE X SEVERITY SCORE

PROBABILITY DEFINITIONS:

HI:

Likely to occur more than 5 times in 25 year period

MED:

Likely to occur 2-4 times in 25 year period

LOW:

Possible to occur once in 25 year period

NONE:
Impossible to occur
SEVERITY DEFINITIONS:

I:

Property damage of less than $1K

II:

Minor injury or illness or property loss of $1K-$250K 

III:

Severe injury or illness or damage to property or reputation of 


$250K - $1M

IV:

Loss of life or damage to property or reputation in excess of $1M

SUBJECTIVE ASSESSMENT OF RISK:

DECISION / PROPOSED CONTROLS:  (attach separate sheet as necessary)

