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�
Infant Security –


Your Role and Responsibility





I frequently ask large mixed groups of healthcare employees “Are you responsible for security?”  As you might expect, some raise their hand, some shake their heads no, and some aren’t sure.  In my opinion, and what I try to teach people, everyone is responsible for security, at some level.  This concept also applies when considering Infant Security.  In working with institutions that have had infants abducted, or switched, I can assure you, every staff member feels the pain associated with this type of incident.





In numerous seminars and consultations conducted across the country, I like to point out a basic premise through a phase that I have coined, “Security is Incident Driven”.  Typically, healthcare provides security services and resources in a reactive manner.  Since security is usually viewed as a cost, funds are not necessarily available until after an incident occurs.  Therefore, I like to pose the question “What would you do different tomorrow; if major security incident occurred today?”  As a broad generalization, a reasonable and appropriate security program lies between the current program and the over reaction created by a major adverse security incident.  The toughest job for individuals directly responsible for security is developing proactive security plans, systems and programs.





In the event of litigation for an adverse security incident, the appropriateness of your program at the time of the event, will be under close scrutiny.  Is your program well defined, reasonable and defensible?  A judge and/or jury will make that determination, often times with significant dollars in the balance of the decision.





In the Joint Commission on Accreditation of Healthcare Organization (JCAHO), Environment of Care – Security Related Standards, “security sensitive” areas are asked to have an access control plan, a crisis response plan and security related training for staff members.  Areas with infants are considered to be security sensitive as identified by the Safety or Environment of Care Committee, as part of the Security Management Plan.





The National Center for Missing and Exploited Children (NCMEC) is considered the national authority involved with the safety of infants.  In their 1998 version of the “Guidelines on Prevention of and Response to Infant Abductions”, several recommendations are cited for consideration by healthcare facilities.  These recommendations are categorized as either “essential” or “recommended”.  As the national authority, the NCMEC Guidelines should be specifically reviewed for applicability at each healthcare facility with infants.





In order to assist in this process, the 1998 Guidelines contain a self-assessment tool to evaluate compliance.  In numerous consults across the country, I have asked individuals responsible for infant safety and security, to use this tool to either document compliance with the recommendations or to document a rationale for non-compliance, or alternative measures in place of the recommend guidelines.  I have also suggested that the completed assessment tool be used as an outline to create policies and procedures for infant safety and security, based upon the national guidelines.  In the event of an abduction, be assured the plaintiff’s attorney and security expert working for the plaintiff will use this document, point-by-point, to evaluate your security posture at the time of the event.





There are specific expectations for having a sound infant safety and security plan.  Obviously, it is morally correct due to the custodial care and vulnerability of an infant patient.  This expectation is certainly held by the public, the staff and particularly the parents.





In examining the affects associated with abductions or significant issues involving infants, several ramifications occur.  These include staff trauma, adverse publicity and a severe financial impact.  This impact comes in the form of litigation expense and the loss of business revenues as other parents loose confidence in your facility and the census drops.





The definition of an infant abduction is an infant between birth and six months, taken by a non-family member.  Statistics involving infant were first kept starting in 1983.  From that year to the present, there have been 104 infants taken from healthcare facilities.  In 1998, 5 infants were taken and 4 were found.





The mother’s room continues to be the primary location for an abduction, 54.8% of the time.  This is followed by the Nursery 15.4% and Pediatrics 14.4% of the time.  The potential for violence associated with an abduction in a healthcare facility has occurred in only 5% of the cases.





Although an infant abduction is one of the most significant security incidents that can occur in the healthcare setting, the average number per year is 7 compared to 4.16 million healthcare facility births.  Since these events have occurred in all types of facilities, and in various settings, all healthcare facilities are on notice of the potential of an abduction occurring on their property.





The profiles of the typical abductor remain relatively consistent involving a female with a compulsive personality and an involvement with a significant other.  Pregnancies are often “faked” to allow for the expectance of the child.  The abductor is often very familiar with the facility and “shops” multiple facilities before committing the crime.





A number of factors are responsible for the reduced numbers of abductions over the past several years.  These include:


NCMEC Guidelines


Staff Training


“Safeguarding Their Tomorrows” (video produced by NCMEC and Meade-Johnson) 


Parent Awareness Education


JCAHO Security Management Plans


“Sensitive Area” Training


Physical and Electronic Security Systems





The JCAHO-EC-Security Related Standards suggest that “security sensitive” areas have an access control policy.  In other words a defined methodology of who can come, go, and how.  Access control can vary from a sign that states “authorized personnel only”, to sophisticated electronic measures.  When thinking about access control, be sure to consider vertical and horizontal access points.  These should include elevators, stairways and connecting hallways.  Some facilities rely upon staffing as a control mechanism, where others utilize CCTV, electronic locks operated by card access, and combination locks or remote release devices.  Any and all access control policies and systems must include staff buy-in and training.





The NCMEC Guidelines (3-3) specifically discuss “Physical Security Safeguards”.  Those denoted as “essential” include the following”


Every healthcare facility must develop a written assessment of the risk potential for an infant abduction.  This assessment should be performed by a qualified professional (e.g. Certified Protection Professional, Certified Healthcare Protection Administrator, Risk Manager, who identifies and classifies vulnerabilities within the healthcare facility).


Install alarms, preferably with time-delay locks, on all stairwell and exit doors on the perimeter of the maternity, nursery, neonatal-intensive care and pediatrics unit…


All nursery doors must have self-closing hardware and remain locked at all times.


3-3-5	Document a needs assessment for an electronic asset surveillance (EAS) detection system…


Install a security camera system (using a time-lapse loop tape such as those employed in banks) or digital-recording technology to monitor activity in the halls of maternity and pediatric floors.


Take particular care to position one camera that will capture the faces of all persons entering the main entrance of the maternal-child care unit.





Both the JCAHO-EC-Security Related Standards and the NCMEC, discuss the need to have a critical incident response plan.  This plan typically addresses primary and secondary responders.  In facilities with a security officer program, these individuals are usually primary with ancillary department personnel (i.e., maintenance, housekeeping etc.) as secondary responders.  All staff members should be aware of an infant abduction notification so they can be alert for suspicious activity.





Facilities management and staff members provide a significant role in the protection of infants.  This can range from being the primary responding personnel in smaller facilities, to assisting security in larger institutions.  Being aware of the security protocols is also important in construction and renovation projects.  These protocols can include:


Maintaining a line-of-sight between the nursing station and infant rooms.


Installing self-closing and locking hardware on nurseries.


Installing locks, alarms and by-passes where applicable.


Installing CCTV equipment in appropriate locations.


Testing security-related equipment on a regular and documented basis.


Maintaining security-related equipment, as appropriate.


Avoid making signs, storks or other devices indicating the presence of a newborn for home use or for publicity purposes.








�
Summary





Providing safety and security measures to minimize the potential of an infant abduction should be the responsibility of all healthcare staff members.  Facilities personnel may have varying roles and responsibilities depending on the size/scope and location of their facility, and to provide additional available resources.  The overall assessment process can help identify the potential of an abduction at a given location.  There are however no absolute guarantees that an abduction will not occur.  Protocols must be developed based upon the vulnerabilities identified as part of the assessment process.  Policies, procedures and plans must be tested and critiqued for opportunities for improvement.  A team approach to this problem is one of the best methods of prevention.


