SECURITY TEAM

EXERCISE CHECKLIST (GENERAL)

PRE-EXERCISE CHECKLIST
YES
NO
N/A

FACILITY MANAGEMENT STAFF WILL:




Review and be ready to implement higher THREATCONS.




Ask the Medical Readiness Office if the clinic hours will be changed so Housekeeping staff can modify their schedules accordingly.




Ask Military Public Health if they need the snow removal and lawn care equipment removed from the ER garages.




Remember to AVOID using scotch tape to post signs on glass or metal doors; always use masking tape.




Send an e-mail to all ER staff to remind them about their responsibility to raise all shutters should the fire alarm go off.




Send an e-mail to all MDG staff to remind them about the parking policy and that illegally parked cars will be ticketed.  Also remind staff to lock their car doors.




Send a copy of the Security Team’s staff schedule to members prior to the start of the exercise with the standardized letter that explains rules for changing shifts.




JN STAFF WILL:




During winter months, all snow removal efforts need to start early.  All snow needs to be removed NLT 0600 when staff are working 12 hour shifts.  This will prevent the snow from being tracked into the building and allow JN staff time to remove the snow before the staff arrive.




Be available to assist with hanging posters on doors.




DOOR GUARDS WILL:




Ensure future appointments don’t conflict with the upcoming security team staff schedule.  If their are conflicts, each member is responsible to resolve them prior to the start of the Door Guard shift.  Capt Warwick is NOT responsible for coordinating these changes. (See letter on Door Guard Roles and Responsibilities).




POST-EXERCISE CHECKLIST




FACILITY MANAGEMENT STAFF WILL:




Notify Housekeeping and Medical Maintenance staff of exercise termination.




Return all office signs to executive council member’s offices.




JN STAFF WILL:




Assist in removing THREATCON posters, M-8 paper, and MDG sign bag promptly.




Return exterior trash cans to their original position and function.




DOOR GUARDS WILL:




Assist in removing THREATCON posters, M-8 paper, and MDG sign bag promptly.




DAILY CHECKLIST




FACILITY MANAGEMENT STAFF WILL:




Keep Housekeeping and Medical Maintenance staff informed.




Check the parking lots for illegally parked cars.




Conduct spot checks at Bldg 1000 to determine compliance with Threatcon procedures.




JN STAFF WILL:




DOOR GUARDS WILL:




Conduct Dawn Patrol according to the established checklist.




SECURITY TEAM

EXERCISE CHECKLIST (THREATCONS)

Reference: O-Plan 31-101, page C‑2‑A‑1

THREATCON ALPHA




THREATCON Alpha is declared as a general warning of possible terrorist activity, the nature and extent of which are unpredictable, when the circumstances do not justify full implementation of the measures contained in a higher THREATCON.




Facility Management Office will:




Review and be ready to implement higher THREATCONS




Check all deliveries unless told other wise by the Security Team Chief.




Post current Threatcon Signs on all facility entrances.




Increase general security procedures to meet mission requirements:




· Secure all non-essential buildings and reduce the number of entrances to the number appropriate to meet mission requirements.




· Conduct security rounds at the time interval set by the UCC and report findings to the UCC.




· Check all vehicles during security rounds.




· Inspect and secure all buildings, rooms, and storage areas not in regular use on a daily basis.




THREATCON BRAVO




THREATCON BRAVO is declared when there is an increased and more predictable threat of terrorist activity even though no particular target has been identified.




Facility Management Office will:




Continue implementing THREATCON ALPHA procedures




Review and prepare for higher THREATCONS




Verify fuel tanks are full emergency generators.




Post current Threatcon Signs on all facility entrances.




Remove or cover signs indicating rank or position designators from offices, and vehicles.  NOTE: IT IS NOT NECESSARY TO COVER RESERVED PARKING SPACE SIGNS THAT INDICATE RANK OR POSITION.




Move outside trash containers, vehicles, crates, etc. to 25 meters away from buildings.




Regularly inspect the facility for suspicious packages.




THREATCON CHARLIE




THREATCON Charlie is declared when an incident occurs or when intelligence is received indicating that some form of terrorist action is imminent.  Implementation of this measure for more than a short period will create hardship and will affect the peace time activities of units and personnel.




Facility Management Office will:




All staff will continue implementing THREATCON Bravo procedures




All staff review and prepare for higher THREATCONS




All staff will limit travel on the installation to mission essential and emergency only




All staff out of doors will be in uniform and wear flak vests and helmets




Send e-mail to MDG/CC and squadron commanders regarding their security and remind MDG/CC regarding staff escort requirements if Threatcon Condition Delta is announced.




Send an e-mail to Medical Group staff to remind them about the Medical Group’s parking policy and that parking illegally in the parking lot will earn them a ticket from security police.




Send an e-mail to all Emergency Room staff to remind them of their responsibility to open the facility shutters in the event of a fire alarm activation.




Implement Entry Control procedures to meet mission requirements.  Close exterior shutter doors except those authorized for used:

· ER entrance remains open and is manned by a Door Guard 24 hours a day 

· Maintain one open door on the first floor with a Door Guard 24 hours a day:

· 0600-1800
Front, Main Entrance of the Facility 

· 1800-0600
South Entrance (Sollars Elementary School side)




Close the shutters on all other entrances. 




Post current Threatcon Signs and Building entrance Maps on all facility entrances (even if they are closed)




All staff will carry their Personal Protective Equipment (PPE) gear with them when outside and keep PPE within a 10 minute reach while indoors.




Remind Logistics staff to review arrangements to drain the main oxygen storage tank to prevent possible destruction from terrorist activity.  




Remove heavy objects and all other objects that  could conceal a bomb 25 meters from all buildings when directed by the UCC.  Heavy trash cans be covered with plastic bags and  taped closed.




Remove/cover all interior signs of Executive Council members; Cover outside Medical Group sign. 




Security Door Guards will:




Control access and conduct 100% ID checks of all personnel entering the facility.




Check all packages and bags.




THREATCON DELTA




THREATCON Delta means that a terrorist attack is likely to occur or has already occurred




Facility Management Office will:




All staff will continue implementing THREATCON CHARLIE procedures




Instruct the ER staff to use the master shutter switch to close exterior and interior window shutters.




Require all Medical Group personnel to remain in the hospital




Restrict access to the Medical Group to only staff members, patients, visitors, and venders




When directed by the UCC, close building 1000 and move operations to building 99.




Security Team Element  will:




Limit access into the facility only through the ER entrance.




When directed by the Chief of Security (Capt Warwick), the first floor door guard will raise all vehicle barriers at both ends of the ER tunnel.  Since the only facility entrance that is opened during THREATCON DELTA is the ER entrance, the security guard responsible for the first floor door will proceed immediately to raise the vehicle barriers first at the tunnel exit and then sencond, the tunnel entrance. 

· PLEASE NOTE:  The first floor security guard will be responsible for staying at the ER tunnel entrance.  He/She will be responsible for lowering the barriers whenever there is a vehicle with a real-world emergency requesting to go to the ER.  Since the outdoor weather may be adverse, the security guard must ensure they wear the appropriate clothing (in addition to their PPE).  It is also important for the security guard to carry a portable radio with them while outside.  This will enable the guard to radio ahead to the ER staff that a vehicle with a real-world emergency is approaching.

· It is also important that the security guard notify the ER staff prior to raising the vehicle barriers.  This will ensure the ER staff are aware that they will be responsible for raising and lowering the vehicle guards whenever they dispatch an ambulance.




Restrict all deliveries from local vendors.




SECURITY TEAM

EXERCISE CHECKLIST (DAWN PATROL)

Reference: 35FW Pre-Battle Staff Directive 113

PRE-EXERCISE CHECKLIST
YES
NO
N/A

At dawn each day, the door guard who worked night shift for the emergency room door will inspect the exterior of the facility for chemical contamination, Unexploded Ordnance (UXO) and any additional damage that may have been missed during the previous night attacks.  When performing the patrol, it is important that you take your gas mask with you in the event you encounter any chemical contaminated areas.  The inspection will be delayed if conditions are prohibited (Alarm Red/Blue).  Once out of Alarm Red/Blue, the post attack inspection and the Dawn Patrol can be combined.  The results of this inspection will be documented on the Dawn Patrol Log and reported to the Unit Control Center (226-6095) even if the results are negative.




The guard will inspect for any unusual items such as unattended bags, packages, and/or satchels that may have been left by terrorists or goat-faced commies.




If you suspect chemical contamination has occurred, withdraw from the area immediately, dawn your gas mask, and contact the Emergency Room with your radio.  




If you should find what you believe is an Unexploded Ordnance (UXO), follow the checklist on managing UXOs.




If you find any building damage, contact the emergency room immediately.  They will in turn contact Facility Management.  If it safe secure the area off with the markers and marking tape you have been provided.  If needed, try to block vehicle and pedestrian traffic until assistance arrives.




NOTE: THE IMPORTANCE OF THIS DAWN PATROL CANNOT BE OVEREMPHASIZED!

REMEMBER: THERE’S A GOOD CHANCE THAT SOME UXOs, CHEMICAL CONTAMINATION, OR DAMAGE MAY HAVE BEEN MISSED DURING NIGHT INSPECTIONS.  THE LIGHT OF DAY SHOULD HELP SPOT RESIDUAL UXOs AND CHEMICAL CONTAMINATION AND PROVIDE BETTER DAMAGE ASSESSMENT.

SECURITY TEAM

EXERCISE CHECKLIST (UXOs)

Reference: 35FW Pre-Battle Staff Directive 107

PRE-EXERCISE CHECKLIST
YES
NO
N/A

When UXOs are located, the following actions should be taken:




· Don’t make radio transmissions within 50 feet of UXO.




· Place markers 50 feet from the UXO.  Markers are available from Facility Management.




· Establish a cordon 300 feet from the UXO.  Stop traffic at intersections when possible.




· Notify the Unit Control Center (226-6095) with the location and a description of the UXO.




· Standby at the cordon to direct EOC personnel to the UXO.
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