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1   INTRODUCTION

1.1   Purpose

This document describes the test objectives for network risk assessment testing of systems planning to field on Air Force networks.

1.2 Background

Adding new systems (hardware and/or software), network components, or communications equipment to an operational network poses a risk to that network.  The risk ranges from inconsequential to catastrophic disruption of network operation.  There is also a risk that the component or system will not function as expected.  Minimizing these risks is paramount in today's complex networks.  The most effective way to reduce these risks is to institute processes that guarantee that the new component or system is ready to be fielded.

1.2.1 Networthiness
The term “Networthiness” is used to describe the suitability of a system (hardware or software) to be implemented, operated, and maintained in a specified environment.  A system deemed to be networthy can be implemented and sustained while providing its intended functionality in a specified network environment without degrading the environment beyond specified limits or introducing unacceptable security risks.  Parameters that are used to determine networthiness include but are not limited to: compatibility with hardware and software that make up the Air Force’s network infrastructure; compliance with architectural standards; logistic support; user training requirements; user interfaces; certification of spectrum use; and network specific parameters.  Networthiness is defined in the Command, Control, Communications, Computers and Intelligence Support Plan (C4ISP) Preparation Guide.
1.2.2 Network Risk Assessment Testing

Network risk testing is accomplished to measure specific network parameters that quantify the system/application in terms of network security, network impact, and interoperability.  AFCA Technology Directorate, HQ AFCA/TC, is responsible for the network risk assessment testing of Air Force (AF) Automated Information Systems (AIS).  Not all network risk assessment testing has to be done by AFCA/TC, but their approval is required for all off site facilities, test plans, procedures and data analysis.

2 Test Objectives

2.1 Network Security.  

Network security parameters include those parameters that affect the accessibility of the network to both authorized and unauthorized personnel.  It is not the goal to perform Security Test and Evaluation (ST&E) in support of the Certification and Accreditation (C&A) process.  Rather the goal is to identify risks that would degrade network security by the addition of the candidate system to the enterprise network.

2.1.1 Passwords

2.1.1.1 Test Objective

Verify that passwords are not transmitted across the network in clear text between the client and the server.

2.1.1.2 Pass/Fail Criteria

Passwords transmitted in the clear is a failure.  Failure results in security risk assessment of high.

2.1.2 Protection of Sensitive Data

2.1.2.1 Test Objective

Verify that sensitive data is not transmitted across the network in clear text between the client and the server.

2.1.2.2 Pass/Fail Criteria

Sensitive data transmitted in the clear is a failure.  Security risk assessment assigned based on ORM guidance.  See attachment.

2.1.3 TCP/UDP Ports

2.1.3.1 Test Objective.

Determine what TCP/UDP ports are used between the client and server. 

2.1.3.2 Pass/Fail Criteria

Standard services (HTTP, SQL*Net, etc.) using ports other than those listed in AFSSI 5027 for that service would be a failure.  Work with PMO to get that corrected.  Security risk assessment assigned would be based on what steps could be used to mitigate risk, other services running on that port, etc.

2.1.4 Unnecessary Network Services and Vulnerabilities

2.1.4.1 Test Objective

Determine that all unnecessary network services are disabled.

2.1.4.2 Pass/Fail Criteria

AFSSI 5027 addresses AF policies on services.  If the services found are not be allowed to cross the security perimeter or the services are not implemented in accordance with AFSSI 5027 guidelines, then the system will fail this test.  Security risk assessment assigned would depend on what steps could be taken to mitigate risk to the network, if services can be disabled, etc.  

2.2 Network Impact

Network impact parameters include those parameters that influence or affect network performance and operation. The goal is to gather information on the network traffic generated by the candidate system.  This information will allow the base Network Control Center (NCC) to determine the impact of adding candidate system clients to the base network. 

2.2.1 Network and NIPRnet Bandwidth

2.2.1.1 Test Objective. 

Determine traffic generated between client and server while performing typical user functions.

2.2.1.2 Pass/Fail Criteria

Based on CONOPs for the system.  It depends on the amount of bandwidth required by the system in relation to the amount of bandwidth available in the operational environment.

2.3 Network Interoperability

Network interoperability parameters include those parameters that influence or affect the compatibility of a system within the specified network environment.  These parameters are similar to the network impact parameters except they define the interaction of the system under test with the existing network infrastructure. 

2.3.1 Interoperability with CITS/BIP Infrastructure

2.3.1.1 Test Objective.

Determine level of compatibility with Air Force standard CITS/BIP infrastructure.

2.3.1.2 Pass/Fail Criteria

If system does not work across the security perimeter or it causes the CITS/BIP suite to fail, the system fails.

3 Products

The final product from this test effort will be a published test report documenting the test results and analysis of the results by HQ AFCA/TC personnel.
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