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XXXTH MEDICAL GROUP
SECURITY MANAGEMENT PLAN
LIFE SAFETY CODE® OCCUPANCY:  HEALTH CARE
PURPOSE:  The Security Management Plan of ​​​​​​​​​​​​facility name serves to provide a framework to promote a secure environment for patients, visitors, and staff and to provide appropriate resource protection.  It identifies the established policies, programs, and processes used by the number Medical Group to establish, support, train, and maintain an effective security management program.  This plan is not intended to replace any existing standards or instructions; it is to be used to provide guidance and information.
SCOPE:  This Security Management Plan covers the activities of facility name, and affiliated remote sites including:

· List the name and number of each building where patient care is provided.
Any differences in activities at the various sites are so noted in the plan. 

The base Security Forces serve as the primary law enforcement agency for the base.
RESPONSIBILITY:  Oversight of the security management program is accomplished through the Environment of Care (EOC) Committee, and the Medical Group Resource Protection Officer.  The Office of Primary Responsibility (OPR) is Facility Management.  The Resource Protection Officer coordinates with the base Security Forces, and represents security on the Environment of Care Committee.  Executive oversight is maintained through the Executive Steering Committee by the review of the EOC committee minutes and annual evaluation of this management plan.
The safeguarding of government property is the responsibility of all staff members, regardless of duty assignment and level of supervision or command.  This program applies to each individual, whether or not property is receipted for or issued to that individual for care or custody.  All members of the number MDG should be security conscious and identify areas where improvements could be initiated.
OBJECTIVES:
1. Protect patients, staff, visitors, and property, and minimize loss, theft, and damage to Air Force resources.
2. Educate staff members as to their roles in the Security Management Plan.

3. Add additional objective(s) as necessary and appropriate for the individual facility.
ELEMENTS OF PERFORMANCE:

Written Management Plan


EC.2.10 (1):  The organization develops and maintains a written management plan describing the processes it implements to effectively manage the security of patients, staff, and other people coming to the organization’s facilities.

Facility name has developed and implemented this Security Management Plan in compliance with JCAHO requirements to describe the processes involved with this function and to effectively manage the security of all who use our facilities and the protection of Air Force property.

Leadership Designation  

EC.2.10 (2):  The organization identifies a person(s), as designated by leadership, to coordinate the development, implementation, and monitoring of the security management activities.

The Medical Group Commander is responsible for appointing a Resource Protection Officer in writing.  

Risk Assessment 

EC.2.10 (3):  The organization conducts proactive risk assessments that evaluate the potential adverse impact of the external environment and the services provided on the security of patients, staff, and other people coming to the organization’s facilities.  The potential for workplace violence is considered during the risk assessment.

Building security plans are coordinated with Security Forces, who performs a resource protection evaluation a triennial basis and recommends appropriate security measures.  The Facility Manager maintains a file with an initial facility evaluation and subsequent surveys of resource protection by Security Forces. 

Security incidents are recorded, trended, and reported to the Environment of Care Committee, where they are evaluated for potential adjustments to the program. 


The potential for workplace violence has been evaluated and appropriate policies and procedures are in place.  Selected staff members have been trained in non-violent crisis intervention.  Response to designated duress alarms and codes includes a show of force. 
Implementing Procedures and Controls

EC.2.10 (4):  The organization uses the risks identified to select and implement procedures and controls to achieve the lowest potential for adverse impact on security.

The risk assessment process and associated review of incident statistics contribute to the development and implementation of specific security procedures and controls.  This management plan reflects some of the identified security issues.  As appropriate, controls in the form of technological or other interventions are implemented as a deterrent to specific actions.


The Resource Protection Officer is responsible for developing security policies and procedures based on the risk assessment.  These are reviewed by the Environment of Care Committee prior to implementation.
Identification

EC.2.10 (5):  The organization identifies, as appropriate, patients, staff, and other people entering the organization’s facilities.

Staff authorized to access the Medical Group facilities must comply with the Department of Defense requirements to access base facilities.  All staff members, including contract workers, are issued identification badges identifying them as number Medical Group staff.  Identification badges must be worn at all times while on duty at the medical treatment facility.  The badge will not be worn outside the medical facility, at either on- or off-base facilities.  


Inpatients within the medical facility will wear wrist bands as identification.

For all outside contractors or maintenance staff working in the MTF on a temporary basis, identification is maintained based on briefly describe the local policy.

During normal visiting hours, no form of identification is necessary for visitors in the medical facility.  After normal visiting hour, visitors are identified by briefly describe the local policy.
Security-Sensitive Areas


EC.2.10 (6):  The organization controls access to and egress from security-sensitive areas, as determined by the organization.

The Medical Group Commander is authorized to grant restricted access to sensitive areas.  Areas considered sensitive throughout the Medical Group are areas that contain mission essential, high value, or sensitive resources.  The following areas have been identified as restricted access locations:

· Communications rooms
· Pharmacy

· Medical Logistics warehouse

· Labor and Delivery

· Laboratory
· Post partum

· Emergency Department

· Mechanical rooms

· Cash handling areas

· Medical records

· Pediatrics

· Surgery


Restricted areas have appropriate access and/or egress controls.  
Security Incidents

EC.2.10 (7):  The organization identifies and implements security procedures that address actions taken in the event of a security incident.
Policies and procedures are in place in the Medical Contingency Response Plan (MCRP) to address a variety of security incidents, which include but are not limited to:
· Robbery

· Civil Disturbance

· Bomb Threat

· Alarm Activation

· Hostage Situation


Staff are responsible for following the policy for the given situation.  
Security Forces will be immediately notified and will respond.
Infant or Pediatric Abduction  

EC.2.10 (8):  The organization identifies and implements security procedures that address handling of an infant or pediatric abduction as applicable.

Facility name has policies in place to minimize the risk of an infant or pediatric abduction from within the facility.  An infant is defined as a newborn to one year old.  A child is defined as two to ten years old.  A juvenile is eleven to eighteen years old.


In the unlikely event that this should take place, there is a procedure, designated as “code pink,” established to immediately secure the facility and take appropriate steps to identify the abductor.  This process is drilled on an annual basis.
VIP and Media Situations


EC.2.10 (9):  The organization identifies and implements security procedures that address handling of situations involving VIP’s or the media.

A process is in place to ensure the security of any VIP visiting or receiving care at the MTF.  Appropriate notifications are made, and security is provided through appropriate staff.

Wing Public Affairs is the OPR involving media presence.  They are notified of an incident during duty hours.  After duty hours,the Emergency Department will notify the Command Post to contact the Public Affairs on-call officer.  Staff are briefed not to speak to the media concerning any incidents or issues involving the US Government or the Air Force without Public Affairs.
Vehicular Access to Emergency Areas  

EC.2.10 (10):  The organization identifies and implements security procedures that address vehicular access to emergency care areas.

Hospital and Emergency signs are located throughout the base and near the hospital campus.  Emergency vehicle access and egress is monitored by Emergency Department staff to ensure that it is maintained as clear and unobstructed at all times.  Support for traffic control may be obtained from Security Forces through the Command Post or by dialing 911.
Reporting Process  


EC.9.10 (1):  The organization establishes and implements process(es) for reporting the following:

· Security incidents involving patients, staff, or others coming to the organization’s facilities or property.

Occurrences that present a security threat or involve property damage are reported and documented on an AF Form form number, Hospital Incident Report, and forwarded to the Hospital Risk Manager.  Immediate threats to security are relayed to Security Forces by calling 911 or via duress alarms.  

The Security Forces Squadron is the investigating agency for all security incidents where appropriate.

The Resource Protection Officer presents summary reports to the Environment of Care Committee.
Performance Monitoring: 


EC.9.10 (3):  The organization establishes and implements a process(es) for ongoing monitoring of actual or potential risk(s) in the environment of care management plan.


EC.9.20 (8):  A recommendation for one or more PI activities is communicated at least annually to the organization’s leaders based on the ongoing performance monitoring of the Environment of Care management plans.


Facility name conducts appropriate monitoring of performance of this Security Management Plan regarding actual or potential risk.  Current performance monitors include:

· Staff members working in security sensitive areas can appropriately identify the access and egress controls and other security measures in their areas.

· The number of security incidents will be monitored by category to identify trends.

Results of this ongoing monitoring will be reported and reviewed at the Environment of Care Committee meeting at least quarterly.  This data will be considered by the committee annually for possible recommendation to the MTF leadership for a performance improvement activity in the Environment of Care.

Annual Evaluation


EC.9.10 (4):  Each of the environment of care management plans are evaluated at least annually.
EC.9.10 (5):  The objectives, scope, performance, and effectiveness of each of the environment of care management plans are evaluated at least annually.

There will be an annual evaluation of this Security Management Plan in terms of its objectives, scope, performance, and effectiveness, defined as follows:



Objectives:  An assessment of whether or not the objectives 
identified in this management plan have been appropriately 
addressed in the preceding year.  Any adjustments made to the 
objectives for the following year should also be included.



Scope:  An assessment of whether or not the scope, as identified in 
this management plan, remains the same for the coming year, or 
needs to be adjusted according to changes in the organization.



Performance:  A quantitative analysis of the performance 
monitoring data as identified in this management plan.



Effectiveness:  A qualitative assessment of what was done well, 
and what needed improvement in the fulfillment of the Security 
Management Plan during the preceding year.  Any changes, not 
previously mentioned, that are needed for the coming year should 
also be addressed.


The annual evaluation will be compiled by the Resource Protection Officer.  The evaluation will be reviewed by the Environment of Care Committee at its next meeting following the completion of the evaluation, and it will then be forwarded to the Executive Committee.

Orientation and Education


HR.3.1:  Staff members, licensed independent practitioners as appropriate, and volunteers have the knowledge and skills necessary to perform their responsibilities within the environment.  Staff members and licensed independent practitioners as appropriate can describe or demonstrate


(1):  Risks within the organization’s environment


(2):  Actions to eliminate, minimize, or report risks


(3):  Procedures to follow in the event of an incident


(4):  Reporting processes for common problems, failures, and user errors


Volunteers (as appropriate to their job responsibilities) can describe or demonstrate


(5):  Risks within the organization’s environment


(6):  Procedures to follow in the event of an incident


(7):  Reporting processes for common problems, failures, and user errors

All staff members participate in an orientation and education program that includes:

· Security issues

· Reporting procedures for security incidents involving patients, visitors, personnel, and property

· Emergency procedures for security incidents involving patients, visitors, personnel, and property


Staff members in security-sensitive areas are also trained in the 
minimization of security risks.


All in-coming staff attend a newcomer’s orientation briefing that addresses generic security issues.  The Resource Protection Officer is responsible for orientation and education on security and resource protection.  This training includes daily security measures to be taken in addition to measures when an incident occurs and specific procedures to follow for certain events, as well as reporting procedures for security incidents.  Refresher training is conducted annually.


Staff in security-sensitive areas are trained by the section supervisors to ensure a heightened level of awareness and minimize security risks.  In addition the Resource Protection Officer conducts training on intrusion detection and incidents specific to that area.


The number MDG maintains a process for orienting and educating forensic staff concerning their responsibilities in the Environment of Care.  This is done by briefly describe the local policy.
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