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Security



ROBBERY PREVENTION AND SECURITY PROCEDURES



Purpose:  To establish guidelines for providing maximal security of medications and other material assets stored in the pharmacy, and to outline actions to be followed during and after a robbery.



This operating instruction supersedes Pharmacy Operational Guide 31-1, 24 Feb 97.

 

1.  Storage Containers:



1.1. SF Form 700, Security Container Information will be posted on the inside of the pharmacy vault designating persons responsible for the vault and who have access to the combination. A copy of this document and the vault combination is located in a sealed envelope and stored in the patient administration vault for emergency use.



1.2. The vault combination will be changed each time a pharmacy member is removed from the SF Form 700 or annually if no one having access to the vault leaves.



1.3. SF Form 701-101, Room Area Security Inspection Record, will be posted on the door of the pharmacy for completion by pharmacy personnel at the end of the duty day.



1.4. SF Form 702, Security Check Sheet, located on the outside of the Pharmacy vault will be documented when the vault is  opened and closed each day.



1.5 The vault is equipped with the “Advantor Alarm System”.  This system requires each member listed in the AF Form 700 to use an individually assigned code when opening or closing the vault or pharmacy.  Openings and closings are automatically registered at the 35 SFS, making it possible to determine who and when accessed the vault or pharmacy.



1.6. The chief of Pharmacy can request from 35 SFS a report of registered openings and closings of the pharmacy or pharmacy vault to compare with the information logged on the AF Form 702.



2.  Robbery Prevention:



2.1. The pharmacy door will be kept locked at all times.



2.2. The pharmacy vault will be closed and locked at all times during the duty day.  Access is restricted to those listed on SF Form 700.



2.3. Quantities of individual controlled drugs permitted in the dispensing area during the duty day will be kept to a minimum (approximately the amount that would be used during a normal duty day).  Those drugs will be returned to the vault for storage at the end of the duty day.  If controlled drugs are required after duty hours, the pharmacy technician on call will be contacted.



3.  Actions During a Robbery:



3.1. Remain calm. Robbers are usually excited and may be easily provoked, under the influence of drugs, alcohol, or both.  Follow instructions on AF form 439, posted at the in and out window.



3.2. Avoid confrontational interaction.  Take a good look at the suspect(s).  Notice any distinguishing features and mannerisms which will aid in describing them. When trying to determine age, weight and appearance, make comparisons between them and yourself or people you know.



3.3. Memorize such features as tattoos, scars and physical prominence such as a big nose, chin, etc.



3.4. Be able to describe size, type and color of guns or other weapons that were used if you are not able to get a description of the suspect(s).



3.5. If possible, without being observed by the suspect(s), activate the duress alarm (when available) and/or call Security Police at 911 and ask someone to "RELIEVE" the window for you for a while.  This phrase will let them know that a robbery is in progress and you need assistance.  They can also assist with the rest of this procedure.



3.6. Watch to see if the robbers touch anything so you can preserve possible finger prints for evidence.  Do not touch the crime scene.



3.7. Observe the direction the suspect(s) leaves.  Obtain a description of any vehicles they enter and write down the license number.  Save this for the investigators.  This should be done ONLY if you are sure that you are not at risk of being detected.  Remember, your safety is the first priority.  Never attempt anything that would endanger yourself or those persons around you.



4.  Actions After A Robbery:



4.1. Notify the security police at 911 immediately.  Be prepared to give them only basic information over the phone such as, who is calling; what happened; where it happened; basic description; mode and route of travel; is the robber armed; is medical assistance required.  Also be prepared to answer any other questions asked by the Security Police.  The Security Police will only have the information that you provide them so be accurate.



4.2. Protect the crime scene and do not touch anything! Secure the pharmacy until the Security Police arrive. Prevent anyone from entering the crime scene area and preserve any items touched by the suspect(s) for possible finger prints.  Also position one individual in the patient waiting area to keep patients away from the pharmacy windows and door.



4.3. Retain any witnesses.  In the event anyone witnessing the incident must leave the area, take down their name, address and phone number(s) so they can be reached later.  Do not discuss the crime among yourselves or with any other witnesses until you have been interviewed by the investigators.  



4.4. If you know or suspect that controlled drugs were taken, perform a complete inventory of all schedule II through IV drugs so a determination of loss can be made, after instructed to do so by the on scene investigators.

5.  Security/Opening The Pharmacy:



5.1. Only those persons listed on AF Form 1355, Alarmed Facilities Access Authorization, may contact the security police for the purposes of opening and �closing the pharmacy.  Access is limited to pharmacists and technicians who pull oncall duty.



To open the pharmacy a door key and access code for the door lock, and a personal card and code assigned by 35 SFS to deactivate the alarm system are required.



5.3. After unlocking the back door and entering the pharmacy, immediately scan your access card into the alarm system located next to the door.  Enter your personal code and press Enter.  A message indicating that the security is off should appear in the unit window.



In case of alarm malfunctioning, contact the Security Police at 226-4358 and inform them of what is happening.



6.  Security/Closing the Pharmacy:



6.1. All pharmacy windows will be lowered and secured, if all patient business has been cleared, at 1700 hours each duty day.  Any controlled drugs in the “breakout box”  will be returned to the vault at this time and secured for the day.



The pharmacy late shift person will conduct the security and safety inspection of the pharmacy , following the SF Form 701-101, Activity Security Checklist.  After the inspections are completed the late shift person will turn the lights out and prepare to secure the pharmacy.  Initial and annotate the time you secured the pharmacy on the Standard Form 701-101.



6.3. Prior to exiting the pharmacy activate the alarm system using the personal access code card.  Exit immediately when the message “security is on” appears in the window.  Lock the door.



7.  Alarm Activation After Normal Duty Hours:



7.1. In the event of an alarm activation after normal duty hours, the pharmacy technician on-call will be contacted by the Emergency Room or the Security Police.  If contact cannot be made, the NCOIC or OIC will be contacted to respond.



7.2. When responding to an alarm activation after hours, Your most important concern should be personal safety. It is imperative that you report to the police upon arrival.



7.3. When you report to the Emergency Room, if the security police have arrived, identify yourself to them as the pharmacy person on-call and present your military ID card to them.



7.4. Accompany them to  the pharmacy and open it according to the opening procedures.  Under no circumstances will the pharmacy person enter the pharmacy after an alarm until given an all-clear by the security police on the scene.



7.5. If given the all-clear, the pharmacy person will perform a safety and security check of the section. If no evidence of an intrusion exists, repeat closing procedures above.

7.6. If there is evidence of an unauthorized intrusion, notify the NCOIC or OIC of pharmacy so that proper documentation and/or inventory can be accomplished.



8. Alarm Testing:



All pharmacy alarms will be tested quarterly IAW AFI 31-209, Resource Protection, and local Security Police guidance.
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